
 

 

 

CVE-2025-1724 

ManageEngine Analytics vulnerability leading to account 

takeover. 
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Executive Summary 

Common Vulnerabilities & Exposures 
https://nvd.nist.gov/vuln/detail/CVE-2025-1724 

Solutions 

Upgrading to the latest build: 6130 (https://www.manageengine.com/analytics-plus/service-

packs.html) 

 

 

 

 

 

 

 

 

 

 

Please distribute this information among your subsidiaries and partners, and also share with 

us any pertinent information and findings you may have (e.g IOCs, TTPs etc) 

The Digital Security Authority extends its appreciation for the continued collaboration. 

Disclaimer 
Organizations are advised to consult with relevant cybersecurity professionals and follow 

best practices for their specific environments. 

 

 

ManageEngine Analytics Plus on premise contains a recently discovered vulnerability that 

when exploited can lead to unauthorized access of user information that in turn can lead to 

account takeover. This is specific for instances running on Windows. 

Fixed: March 11 2025 

Version: Build 6130 
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