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CVE-2025-22218 3/2/2025

VMware Aria vulnerability exploitation allows credential theft

CONFIDENTIAL

The content of this document is intended solely for use by the natural or legal person to whom it is
addressed. If you gain access to this document by mistake, you should be aware that any forwarding,
copying or disclosure of its content to any other person is strictly prohibited, and you must inform the
sender immediately.



Executive Summary

This vulnerability concerns a VMware product.
Multiple vulnerabilities are addressed in the latest update released by Broadcom.
The most serious vulnerability (CVSS score: 8.5) is CVE-2025-22218.

Specifically, a threat actor can exploit the above CVE and although he has View Only Admin access
the exploit will allow him to access credentials of VMware products linked to VMware Aria
Operations for Logs.

Analysis

The latest update addresses the following CVEs:

e CVE-2025-22218
e CVE-2025-22219
e CVE-2025-22220
e CVE-2025-22221
e CVE-2025-22222

Common Vulnerabilities & Exposures
https://nvd.nist.gov/vuln/detail/CVE-2025-22218

Solutions

https://support.broadcom.com/web/ecx/support-content-notification/-
/external/content/SecurityAdvisories/0/25329

Please distribute this information among your subsidiaries and partners, and also share with
us any pertinent information and findings you may have (e.g. I0Cs, TTPs etc.)

The Digital Security Authority extends its appreciation for the continued collaboration.

Disclaimer

Organizations are advised to consult with relevant cybersecurity professionals and follow
best practices for their specific environments.



